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- gUnsalszuuLATeTIEnan Core Switch 911U 2 40
gunsalsnwmnuasasie Next-Generation Firewall $11au 1 4
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gunIniAuMIEUNNg Router 911w 1 4a
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AUl Switch wuudl 1 $1uau 35 U0
gunsalnszaedyan Switch Wil 2 $1uau 35 40
gunsalnszaedya I Switch WUl 3 $1uau 16 49
gunsnimunAuaUnIainssedanszuuATetngliang Wireless Controller 971u3u 1 4

L3
gUnIUNTZY

1

gunsninszanedyaauuuliane Wireless Access Point $1u7u 180 YA

NuARRIENedeyeyInd Fiber Optic s¥nI19gUnsal Distribute Switch wagsonauanedynin
Wnnelumine1deaiundn 91U 5 dung

4.1. gunsalswuniedetievdn (Core Switch) $1uau 2 40 Snaaudd il

a.1.1.  Wugunsaladudayayias (Switch) fianunsavhaulusesu Layer 3 Ifduegnaion

812 5995UMNIET Switching capacity Wie Switching Bandwidth laitfesnin 3.2 Thps
wazdl Forwarding Rate liitfosnin 1 Bpps .

4.13. Swesaluu 1/10/25 Gbps. druaubiviesndn 48 wosn

4.1.4. FwesAuU 40 Gigabit Ethernet smunusiiliitosnda 4 wose

4.1.5. il DRAM aualsitiosndn 16 GB uay Flash memory vualitiosnia 16 GB

4.1.6. atfuayunisvi IPva Routing légagalaitiesndn 256,000 routes uag IPva
Multicast route laigegnlsidaendn 32,000 routes

4.1.7. @1u13a%1 IPv4 Routing lawn Static Route, RIP, OSPF, tka¢ Policy Based
Routing laluaeneiey

4.1.8. @nsavi IPv6 Routing léun Static Route, RIP, OSPF, for IPv6 waz BGP i
RANPLH

4.19.  atiuayuinm MAC Address liigaanliitiosndn 32,000 MAC Addresses

4.1.10. fiwesn USB-A druaulidesnin 1 wese dwmsuiudeyanieuen

4.1.11. aluayunsvih VLANs lalidfesndn 4094 VLANs

aslsl2; aﬁuaquwm Maximum transmission unit (MTU) %38 Jumbo Frames lﬁqqqmlaj
tioendn 9,216 bytes |

4.1.13. aﬁ’uauu IP Multicast Membership lawn IGMP snooping, MLD snooping Ty
DELoY |

4.1.14. arfuaun1sivuanunwnsiiuInig (Quality of Service) Wuu Shaped Round
Robin (SRR) uay Weighted Tail Drop (WTD) 161

4.1.15. avfuayunsvin Access Control List (ACL) éwiiu IPva uag IPv6

4.1.16. aﬁuagu Discovery Protocol WuU IEEE 802.1AB Link Layer Discovery Protocol

~ (LLDP)
0.1.17. atvayusnasgu Ideshadosded
= |[EEE 802 1D STP: IEEE 802 1, |EEE 802, 1O |EEE 802 15/ IEEE 802: 1w, IEEE
802.1x
= |EEE-802.5,|EEE 802 5u; IEEE 802 22
grinvun
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4.1.18. aﬁuawmw%mﬁmmmuu Command Line Interface (CLI), Telnet, SSH tlag
Web U lgi

4.1.19. il Power Supply d1aubiiosndn 2 @1 aansavine iy Redundancy 16

4.1.20. lsisumssuseanmsgiu UL, CAN/CSA uas EN Wuettios

4.1.21. gunsaidundndnmionussmiraniotutugunsaiiedetne (Core Switch) ivng
wminenaeldeneglulagiu

4.2. gunaninwmnulasade (Next-Generation Firewall) $1uau 1 yn SnasasiRdal

421, gunsaiiiausdesgnesniuuindmiuvinviidiiugunsal Appliance-Based
Firewall ﬁa%ﬁﬂ%ulﬁav‘h%ﬁ’]ﬁm’mﬁmmmmu Application, User, Content Ingtamz (Application Firewall)
wagllassasnantnenssuwu Single Pass Architecture Software dwisugunsal Appliance lassasnagsas
vy Rack mount anansaRndslugifugunssivumnagg 19 iald

422 gunsalitiiauesesdl Network Interface WUy 10/100/1000 haitfesnin 12 wosn
\Hudeadendouuy 16/10G SFP/SFP+ laitfeenn 8 wesauazdoadousawuu 406 QSFP+ laitiernd 4 wesn

423, gunssifiiauedos Interface WUY 10/100/1000 lelddm¥uuimng dan1s

Taganie (Out of Band Management) lsitiosnin 1 wesn lnsusneanain Network Interface Unf wawdl

Interface d1115Un15%11 High Availability Tagtaniguuu 10/100/1000 laitesndn 2 wese uag wese 10G
SFP+ 1 Wasn

4.2.4. qﬂﬂsﬁﬁﬁﬁmua%ﬁmﬁmmmmadlumi%'dwammi‘v‘l’ﬁmu ( Application Firewall
Throughput ) litfesndn 7.8 Gbps. warduauwatugadn (Max Sessions) wioduatuAABSISUN
(Concurrent  Session) haitiaenin 2,200,000 Sessions kagspasumMsasawadulng (New Sessions) o lsitise
frin 88,000 Sessions BN

4.25. Q‘Uﬂﬁzﬁﬁﬁmuaﬁmmmidﬁmu Virtual System l¢iaginstios 3 Systems Taganunsn
veneuisAslsigeania 6 Systems |

426, gunsaifitinlauedeaiusafadaluguuuy Transparent Inline, Non-Inline
Monitoring, Layer 2 (Transparent) waz Layer 3 (Deployment) 1o 3eatiguii STedNTORARI 4
suuuAsnamlanseuiu Ingliifeaus Virtual system vi3e Virtual domain

a4.2.7. Qﬂﬂiiﬁﬁﬁwmuaﬁadﬁ Redundant Power Supply w11 650W AC

428, guUnsniiausdesesiusnmsIL 802.1Q VLAN tags Idlshforndn 4094 VLANS sle
Buwmesing (per interface)

4.2.9. Qﬂﬂiﬁﬁﬁﬁmuaéfmmmsm‘h Routing LUU Static, RIP, BGP, OSPF, Multicast e
Policy Based Forwarding IoJueeraies

4.2.10. Qﬂﬂﬁzﬁﬁﬁ%auaﬁmmmmﬁﬁ NAT/PAT, DHCP Servers Wag DHCP Relay #3991
NAT TugUkuun1s3aku Transparent Intine o1

4211, gunsaiminauesesaunsaimuaulonieinumanuasadoiiionugumsidiis

¥UUIASEY8n Application, User Wag Content g1

gifun - ( I
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4212, gunsaliinauedesaansayimIngadeunsilaiiinata denisvia SSL (s
Inbound teg Outbound )S’Jmﬁy'\‘imsﬁﬂ SSH Decryption Broker %48 Network Packet Broker 191
42.13. gunsalitauefeannIainausINAUTEUUANTRgaIRaY (Authentication
Systems) lan Active Directory, LDAP, eDirectory, Citrix ag Microsoft Terminal Services ievnsiaaiu
Aldladuegalon
4214, gunsalimiauedesdimmannsalumstoatumsiilnavestoflduazsarues
83AN3 (Credential Prevention) Kumslanu Web Site
42.15. gunsalliauedesaansndmua Policy WUy Multi-Factor Authentication Tn
NSYINUTIAUTEUURGINAINY 1 RADIUS, DUO uag OKTA la SAUREI50%1 SAML single sign-on
(SS0) wtevimaiting services uag applications #4915 Logon Turdaienld
42.16. gunsalminauesissaunsayidundeyaivinnisnensita (Decryption) wazdsdaya
oenludsgunsaldu W DLPH miror port vessaguUnsalls
4.2.17. qﬂniiﬁﬁﬂmuaé’mmu’m%’u Syslog 9nszuUdweldlumsBuusnu o User
meluesns Taesessusa User Login uag User Log-out 1
4218, gunsaiiauedesasnsamunuUszvvadlidioyaalinilinanuazswivan
uuAag Application 1o ﬁuﬁy’aawmaaﬂaaﬁumi%’dlmamwﬁa;ga (Data Filtering) 80n31NTEUULATBUNY 121
mhelainsiashin waranunsaasguwuulamuay fasms
4.2.19. gunsafitdauedesiiszuutestufongnam (Threat Prevention) Taeiileianisly
47U IPS, Antispyware Wag Antivirus Waufiu agAa935835U Throughput livleandn 4.3 Gbps waziinaaut
agifosarellil
4.2.19.1. aunsansaadukazdesiu Vulnerability Exploits, Buffer Overflow,
DoS/DDoS, Non-RFC compliant protocol, Port scans, Host sweeps, Malformed Packets, Protocol
fragmentation uag TCP reassembly ldiduegatioy 'i’mﬁgammmﬂ%’uLwiqgmwusumﬁ’aaﬂﬂm (Custom
signatures) lAnUALABINTT
4.219.2. awrvatosiu Malware Usglandng § WUy Stream-Based lawn
Virus, Spyware download, Spyware phone home, Trojan Wa Botnet Lo
4.2.19.3. @1u1sans193vnaztesnu Virus uuldsiaaaa HTTP, FTP, IMAP,
POP3, SMTP, SMB $731@a Virus 7itlagiauniu PDF, HTML, JavaScript waz Compressed Files ¢
4.2.19.4. @unsavia DNS Sinkhole iietleatunisidniis malicious domain ua
sz dadlinininFenldauluds malicious domain
4.2.19.5. a1m1satesiu Command and control traffic ﬁlﬂiﬁ'ﬂﬁwmﬂiﬂaﬁ
Deep Learning ka¥ Machine Learning 1)
4.219.6. flszuuasadungnssuitlivssasdfuuy Cloud-Based Litaldfssy
Malware Uszinvlvaigslifflugrudeyanisyngnlandld saufsannsaaireguuuunislani (Signature)
fandntuanitelddestuszuuinietislilassaludd wazdl report waRinssun1sviieues malware
Aananle

Y o
AAIUA
Y

AN YL

ARITY | wneiseius augue | (iadingen Ande) | @iolngsd umiaun) | uneausen uduia) (neaind Iadum)
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4.220. gunsalfiiLauedeaingnsin Client VPN (Remote Access) Uuluslnaea IPSec
VPN waz SSL VPN st Tneseasudauaudldldlaivosndn 2,088 g4 sauisanansavieuiuszuuufofinig
Windows (3 64 bits wag 32 bits), Mac OS ledusenaiae

4.221. gunsalimiausiasannsndulyanmaiuges IPSec VPN (Throughput) laities
N1 4.4 Gbps

4.222. SSL VPN fhiauesiesnansayi Split Tunneling ileanuaumsiddisues Client 15

4223, qunsaiminauedesiiszuudanisnauninnisliuinig (Quality of Seice) Tne
annsafmuauleveiiedansuuissueansmile (Policy-Based traffic Shaping) @13 Application, User,
Source, Destination, Interface wag IPSec VPN Tunnel loidusdatine Tnes 2UNISAITUA (Guaranteed),
YBUAEEA (Maximum) Uaganuauddsy (Priority) vomswiala

4.224. gunseiMminauedesasnsadafiutiuiindenalasds Syslog, SNMP wag NetFlow 1t
fszuudamsiedetnefisessunaiatAana 1l

4225, gUnsalfitnausde9a1u1I0UTNIITANITHAIUNIG Web User Interface Wae
Command Line Interface 61

4.226. gUng il auedossesfun1svia High Availability wuU Active/ Passive,
Active/Active I Tunsdinfigunsaiiiia

sa o 1%

4.2.27. gunsaintnauedesiiniuanansalunisia File Blocking 1 Taeanunsa seyilu
Application Q‘J,ﬂﬁ"u Files Type l¢ 191 Block "3 Alert 113 Upload and Download Files 910 Web-Browsing,
msn-file-transfer, Gmail, 4shared a1 Files Type PPT, DOC, XLS, GZIP, PDF, DLL, EXE, AVI lsusehatios
4228, gunsaifiiauedesamsniFengagudeyaves Applications, URL Categories,
Threats wa Data Tuguuuureanswilale
4.2.29. gunsaliihnausdesaaaiessa (Report) Liteazunisldau (Summary

Application Report, Threats on application Report, Vulnerabilities Report, AntiVirus Report) %3
swanbue Idethatioesiil

4.2.29.1. User Activity Report lansn13lgeuves User unagau

4.2.29.2. Top Application, Application Category Wag HTTP Application

4.2.29.3. Top Source, User, Destination wag Connection

4.2.29.4. Top Threat, Vulnerabilities, Viruss, Spywares,Attackers Wag
Victims

4.2.29.5. Botnet Report uandiAsesiiinginssufin Botnet

4.2.29.6. @1119091N15A519318UANNAINABINTT (Custom Report) waz
dsoon (Export) Wiegluguuuu PDF, CSV wag XML Ififusgetiosndouriaianan deymeaurunig
Email suudaluginla

4.229.7. FewEnunsauanumasiINmNAsLUUAERT (Threat Map with
Geographical View) W Incoming uag Outgoing ¢

4.2.29.8. deslszvuiiudeyadssnsmensufiamesnisludiigunsaluu Solid
State Disk Drives (SSD) é’m%’mﬁusﬁaaﬁaszwhﬁm 240 GB waganuning Log foundla

grinvun X ¢ c
iz | & ZE=T" flroaflp—"| | P E e T e N L
ARITY | anedseius WYUAY | (Weiiwga Aaude) | (wielwapsdlunuawn) | (eausen uduay) W1ednng L1 BARUN)
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4.2.30. gunsaldundadnsianuidndudnieriuiugunsalinuanulasady ing
wingaeldanueglutagiu

4.3. gunsnlAumd@une (Router Gateway) S1uan 1 4o Hnauaut fail

4.3.1.

4.3.2.

4.3.3,
Hoenin 2 nasn

434,

4.35,

4.3.6.

4.37.
msdaiulsinndeya
4.3.8.

31 Bandwidth Capacity %39 IPvd Forwarding Throughput Taignan 19 Gbps
11 Bandwidth dm3u SD-WAN wuu IPSec Throughput laisinnan 15 Gbps
iiwasn 1/10Gigabit Ethernet Uy Small Form Factor Plus (SFP/SFP+) 31uaulal

iwasn 1 Gigabit Ethemet wuu RJ45 Sulsitieenin 4 wase

a ¢ i ¥ o ' ° ¢ b
iiwein Console nl¥AmuaANsYinnuvesgUnsal (Configuration)
annsaltau IPvd/IPvé Routing Protocol laagnatieesiail

4.3.6.1. Static Route
4.3.6.2. RIPv2
4,3,6.3. OSPF
436.4. EIGRP
4.3.6.5. BGP

aunsndaiuteyaaianisldauaiets (Flexible Netflow) Insmsdaivdeyados

dunsanTRdeUM AUty ar I Lz RN luLsaY Interface WazATINEOUNTS

YIauves CPU Uag Memory liinnumnmsgu SNMP

4.3.9.

@11190%1 IP Multicast routing protocol Lawn Multicast Internet Group

Management Protocol Version 3 (IGMPv3), Protocol Independent Multicast Sparse Mode (PIM SM), PIM
Source-Specific Multicast (SSM) 161

4.3.10.

#UIANMUAANAINNTITUTNIT AnunsgIu Quality of Service (QoS), Class-

Based Weighted Fair Queuing (CBWFQ), Weighted Random Early Detection (WRED), Hierarchical QoS @

4.3.11.

ansnsaiyuan1sdasiunsdanutoyanie Access Control List (ACL) g1

aneAsyius suguag

4.3.12. gnsarilluimsuazdnnsgunsalsag CLI, SSH, NTP, Syslog waz SNMP 1
4.3.13. auhsanvruafINsinnueesgunssl (Configuration) smeluslaaea Secure Shell
(SSH) st
4314, aunsafnssgunsailinelug Rack s 19 ¥
4.3.15. Power Supply
4.3.15.1. fdwnulidesndn 2 /)
4.3.15.2. @3130vULUL Redundancy e
4.3.15.3. gnnsaldaunuszuulaihluyssmelnewuu 220 VAC, 50Hz g
4.3.16. WasuvesgUnTnl
4.3.16.1. HIUNTTUTDWNTTINNNAUANUUADASEUBY UL w30 EN
v o /_\
Do | NS || e
e B Lo Lo l .............................................................................

(e iwgan Anwde) | (nelwgsd wianawn) | (noause uduew) | (woddng @aduv)
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4.3.16.2. WUANTFUTBMNATHIUNIHENTEAINEARUWIWENLWTves FCC wie
EN
4.3.17. gunsalfurdnfamianusindranifetufiugunsaliniens (Router Gateway)
mawvninendeldnueglutag i '

4.4. gunsalszuuleFete (Distribute Switch) $1uau 14 Y Tanauf il
4.4.1.  Wugunsaladudayn (Switch) fanansaviandlusestu Layer 2 I8dueehaios
4.4.2. 3935UATIING Switching capacity w3 Switching Bandwidth laitfesnin 272 Gbps
wazdl Forwarding Rate laitiownin 214 Mpps
443, Fweseuuu 10/100/1000 Mbps. Sruaubitieanin 24 wese laenesalusuiudneiu
AedEININTBITUAININGY 10 Gbps Ihegwiias 8 wesn uasdesaiuayumsselwnmsnmsgu IEEE 802.3at
wazdl Power budget liitiosnin 370 W

4.4.4. AWoIALUU 10 Gigabit Ethemet SFP $1uiusallsitiosnin 4 wasn

4.4.5. 3 DRAM wnalitesnin 2 GB way Flash memory vwnlsitieenin 4 GB

4.4.6. @11190%1 IPv4 Routing laun Static Route, RIP, OSPF l.ai¢ Policy Based
Routing lalluegsiios

4.4.7. awn3avih IPv6 Routing Ll Static Route, RIP, OSPF for IPv6 leitfuetnatios

4.4.8.  afuenuinui MAC Address leigegalitiosndn 16,000 MAC Addresses

4.49. fiwedn USB-A druulitiesndn 1 wese dwiuiivfeyameuen

4.4.10. aduayumsi VLANs lalitdfesndn 4,096 VLANs

4.4.11. aﬂuaqummm Maximum transmission unit (MTU) %38 Jumbo Frames lﬁqaqﬂiﬁ
1ounin 9,198 bytes

4.4.12. auayu IP Multicast Membership L@ IGMP snooping, MLD snooping L 18w
pEoY ;

4.4.13. a@fuayunsimunnnAMNsiuIns (Quality of Service) mMumIIgI 802.1p
Class of Service (CoS), Differentiated Services Code Point (DSCP) Waw Shaped Round Robin (SRR) lngseasu
lsivfosndn 8 queues meneosn

4.4.14. eduayumsvin Access Control List (ACL) dwiSu IPva uag IPV6

4.4.15. au UdYU Discovery Protocol WUy IEEE 802.1AB Link Layer Discovery Protocol

(LLDP)
4.4.16. afuayusnasg Ifodntosdsd
- |EEE'802, 1D STP ,|EEE 802. I, |EEE 802, 1@, |EEE 802 15, |IEEE 802, 1w/, |EEE
802.1x
- |EEE 802.3, |EEE 802.3u, IEEE 802.3z
4.4.17. aﬁ’ua‘tgumw%mﬁmnm,t,w Command Line Interface (CLI), Telnet, SSH wag
Web Ul lgt
4.4.18. lasumssuseunasgms UL, CAN/CSA uag EN Wuethaties
diviun
iwn: | ©F7Z o) P | \ ot & Avie-
AAITE | aneTseius vuguas | (e fingan Anida) (UWEJ‘LW‘H”‘EET\HWNL?{‘LN) (Weeuse udiiav) (eaing Iadum)
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4.4.19. gunsalurdndasianudninanieriuiugunsaiiniedne (Distribute Switch)

fmamanendeldoueglutlagiu
4.5, gunsainszanedayananaietne (Switch) Wuudl 1 $1uam 35 g Tnuauli dil

45.1.  Wugunsaladudaynn (Switch) iansnsavhendlusesu Layer 2 idifuetnalion

452, fanunsy Switching capacity #3© Switching Bandwidth lsitiaanin 56 Gbps wazil
Forwarding Rate laitiounan 41 Mpps

453. fweinwuu 10/100/1000Base-T Sruanlitfosndn 24 wesn lneynwesaresanivayu
n3sIelWenuesgIu IEEE 8023 af/at wazil Power budget laifosndn 195 w

454. fwesAWUU 1 Gigabit Ethemet SFP shuausadliitiosnin 4 wese

4.55. 3 DRAM analitdesnin 512 MB uag Flash memory vunaliasnin 256 MB

456, avfuayudu MAC Address igsgaliTiosndt 16000 MAC Addresses

457. Siwein USB-A dmnilitfesndn 1 wese dmiufivteyanisuen

458, atfuayumai Active VLANs laliiTfesndn 256 VLANSs

4.59. auayuug Maximum transmission unit (MTU) laigegaliifosndn 9198 bytes

4.5.10. arfuanyuving Jumbo Frame logsgaliifosndn 10,240 bytes

4.5.11. aduayu IP Multicast Membership L@ IGMP snooping, MLD snooping T 18w
QRN

4.5.12. aduayunsimuanunInn1sliu3ng (Quality of Service) wuu Shaped Round
Robin (SRR) waz Weighted Tail Drop (WTD) I

4.5.13. @duayunsvin Access Control List (ACL) dwSU IPva U@z IPv6

4.5.14. avdvd YU Discovery Protocol Uy IEEE 802.1AB Link Layer Discovery Protocol

(LLDP)
45.15. affuaunasg Ideshaesssil
- |EEE 802. 1D STP ,IEEE 802. Ip,EEE 802 1O FIEEE 802 s AIEEE 802, 1w, |EEE
802.1x
- |EEE 802.3, IEEE 802.3u, I[EEE 802.3z
4.5.16. @uaRUMIUIINTAANTUUY Command Line Interface (CLI)Telnet, SSH wag Web
ut et

4.5.17. losumssuseanasgiu UL, CAN/CSA uag EN iusgnatios
45.18. gunsalllundndnsinuidngnandeiuiugunsaliniedas Switch) img
wminenaeltaueglulaglu

4.6. gunsalnszaedeyananaietng (Switch) Wuufl 2 $1uam 35 qn Tauauli fil
46.1. \YugUnsaladudnyann (Switch) Nannsaviemdlusesu Layer 2 WWiduethatios
4.6.2. TAWFY Switching capacity 3 Switching Bandwidth laitiesndn 104 Gbps uay
31 Forwarding Rate litfoenin 77 Mpps

giviua E
ANy L W T 1 e AL N
ARITE | anefiseius wuguay | (e diwgen Ande) | (nelwasd nuaw) | (noause wiiey) | (neadad Badud)
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4.63. iweiauuu 10/100/1000Base-T druanlitiosnin 48 wesn lngynwesadoseatiuayuy
mMsdelnnanmsgIu IEEE 802.3af , IEEE 802.3at wawil Power budget laitiosndn 370 W

4.6.4. AWoIALUU 1 Gigabit Ethernet SFP S1uausanliidasnin 4 wese

4.65. i DRAM vunlitiosndn 512 MB wag Flash memory wunalitiosnin 256 MB

4.6.6.  avfusmuinan MAC Address liigeanliitiosnin 16,000 MAC Addresses

4.67.  iwesn USB-A duanliidesndy 1 wesn dmsuiudeyaniauen

4.68.  avfusmiunsvin Active VLANs lalitiosndn 256 VLANS

4.69.  @uayuuina Maximum transmission unit (MTU) Iasanalsitiesndn 9,198 bytes

4.6.10. enfuayuving Jumbo Frame lagegalitiosndn 10,240 bytes

4.6.11. aﬁ’uaqu IP Multicast oA IGMP snooping, MLD snooping Inuegnaiios

4.6.12. @duAYUNSAIMUARNAINNSIAUINNS (Quality of Service) LUy Shaped Round
Robin (SRR) way Weighted Tail Drop (WTD) ¢

4.6.13. enfuanunsvin Access Control List (ACL) 95U IPvA U IPv6

4.6.14. avu dyu Discovery Protocol Uy IEEE 802.1AB Link Layer Discovery Protocol
(LLDP)

4.6.15. afumpsnnsg Idegosdel

4 650 SIEEENBO2SIDESIIR, |EEE “8028 1p S|EEE 80210 SIEEE “802/l's, “|EEE
802.1w, IEEE 802.1x
d:6:5.2. |EEE 8028, |EEE 8025 |IEEE 802 52

4.6.16. @dUAYUNITUINITIANITUUY Command Line Interface (CLI) ,Telnet, SSH uag
Web Ul lgt

4.6.17. 9sunssusesnasgIu UL, CAN/CSA wae EN Wustatisy

4.6.18. gunsallfundnfusianuidminanioitutugunsalinietny Switch) fms
wminendldaneglutlagiu

4.7. gunselnszanedayananaienng (Switch) WUudl 3 $1uau 16 Y Tauauli fil

4.7.1.  Wugunsaladudnana (Switch) Mennsaviandusedu Layer 2 Ididuegnatios

4.7.2. fimaFa Switching capacity 3o Switching Bandwidth lslifesnin 104 Gbps uag
31 Forwarding Rate hitioeinn 77 Mpps

4.73. AWesALUU 10/100/1000Base-T Smnuliitiosnin 48 wesn

474,  fwesaWUU 1 Gigabit Ethernet SFP dmnusilliitiosnin 4 wase

4.75. i DRAM vunlitiesndn 512 MB wag Flash memory sunalitiosnin 256 MB

4.76.  anfuayudnun MAC Address loigeanlitfesnda 16,000 MAC Addresses

4.7.7.  fiwese USB-A drunliesnd 1 wese dwmsuiiudeyameuen

4.78.  enfuayumsvin Active VLANs laliitieaendn 256 VLANS

4.79.  @luenuuing Maximum transmission unit (MTU) 1@’1’@;&@9\1@&@%’5? 9,198 bytes

4.7.10.  afusmunna Jumbo Frame lagsgnalitfosndn 10,240 bytes

dinvua < ,’ " ( ‘> \ b3S
Auudnuaz | e o | Y Godlhe )"' ..................... %\ ...................... |-\ .
ARIT: | anedseitus sugua | (eiingan Aade) | Gnolwgsd uaw) | (neausen ubiay) | (wieadng @adui)
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4.7.11. aduayu IP Multicast léiun IGMP snooping, MLD snooping lsti8uststies
4.7.12. arfuayun1snmuaganmMn1sliu3nig (Quality of Service) wuu Shaped Round
Robin (SRR) wag Weighted Tail Drop (WTD) 161
4.7.13. auenyumsvin Access Control List (ACL) d sy IPv4 wae IPv6
4.7.14. @y @ Discovery Protocol kU IEEE 802.1AB Link Layer Discovery Protocol
(LLDP)
4.7.15. aifueyusnsgiu degnetiondall
450151 |EEE 80210 STP,|EEE 802, Ip, |EEE 802, 10; IEEE ‘802, 1s, |EEE
802.1w, [EEE 802.1x
4.7.15.2. |EEE 802.3, IEEE 802.3u, IEEE 802.3z
4.7.16. aﬁuaqumw%mﬁﬂmmw Command Line Interface (CLI), Telnet, SSH ag
Web Ul 'l
4.7.17. Wisumsiuseanmnsgiu UL, CAN/CSA way EN WWuetnios
47.18. gunseiilunandasiannuidndnanidefutugunsaiinietie Switch)
wninendeldaueglutagtu

4.8. gun3al (WLAN Controller-System) 9113w 1 4n Hnaaut il

481, Wugunsalndniiievimiiniifudanugugunal Access Point 909%ianunves
WIMENEeaILgan ’

4.82. Wugunsal WLAN Controller ian3n3avinnusamiu Access Point fiflogjifinves
WMvenae” o

4.83.  gunsalsessassunismunugunsainszedayanauaserieliany (Wireless Access
Point) evaenatios 2,000 weq wazansnsessugldenlangaley 32,000 P399

4.84.  gUnTalawspsENINIYIUALINATEIY 802.11 ac Wave 2 uaz WIFI6 802.11 ax

4.85.  gunsnlazdesiinesmiannsaiosesy Module Wy 10 GbE. peslien 2 wasn

4.86. 835U License IWau13nAIuA Access Point 4aaiiuldl waza1uisa upgrade
License isllalnglisiosudsy Hardware

4.87.  @nnsavinnuldnusnnsg IEEE 802.11a, 802.11b, 802.11g WAy 802.1n

4.88. @11305895UN39I VLAN lannuannsgiu IEEE 802.1Q Taesessunisvin VLAN 1g
agatiee 4,096VLAN

4.89. Hszuuinwiaulasnfen1uunsgIu Wired Equivalent Privacy (WEP), Wi-Fi
Protected Access (WPA) tiaz Wi-Fi Protected Access 2 (WPA2)

4.8.10. awnsarhsiateyalanuuesgiu TKIP wag AES

4.8.11. @nunIavitMInTIvaeuLldaumLINnIE IEEES02.1x, RADIUS, TACACS Uaz Web-
based authentication

4.8.12. @wnsallasu Channel 983 Access point lanuan 1miwanass (Dynamic Channel

Assignment) P
giun C ¢
] ozl Ak | ) 3 R Y
ARITE | anedseius suguas | (e dingan Anda) | slwgsdunuewn) | (noausen wfiae) | (neaded Badud)
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1813 flszuunmnfunisnmuvesdyaunazaiinanuiulsliatuld (nterference
Detection & Avoidance)

4814, ensansavnyeilisidyeauazudlalilnesaluli (Coverage hole detection &
correction)

4.8.15. annsansrrianasarunuszauaLLIIlunsdedyayavesgunial Access Point
lazaa (Radio Resource Monitoring)

4.8.16. anfuaUNIARTYANAITUNUINAGY RF WU Cisco Clean Air

4.8.17. annsanszanefldanluds Access Point leglnssoulilassalusid (Client Load
Balancing)

4.8.18. @wNIYNMINTI99U Uazlesiu Access Point ulanuaeuls (Rogue Detection and
Containment)

4.8.19. @nsaAUAN Quality of Service (QoS) Igkuy Bandwidth contract, traffic policing,
RF Utilization tHuegnsiioy

4.8.20. @nN30vIN13 Roaming ﬁgﬂué’ﬂwms Layer 2 Wy Layer 34

4821, @INIVINUNNINATFIU IPVA uag IPV6 I

4.8.22. @nunsaltauiuszuu Radius wag LDAP Server meusnla

4.8.23. mmmu‘%mﬁﬂmiﬁ'sUmwmsgm SNMP V1-3, Telnet, HTTP, Syslog, MIB Wa¢ SSH

4824, qunnifosenuuUINiieRnRdlug Rack 1 19 i

4.8.25. gunsalfewnasguanuUasady FCC, EN waz UL [uetstion

4.8.26. gunsalilurdndaeinnnuisvinandeiiuiugunsalinietis (WLAN Controller
System) fimamiinedeldnueglutlagiu

4.9. gunsninszaedysraunsetieliang (Wireless Access Point) 91uau 180 4 dRauauls

[

N

e

49.1. \Yugunsal Access Point fianunsavinanusaiy Wireless Controller wasmninends
progalivsedvsam

492 annsafudseyaigueuid 2.4 GHz uay 5 Gz léwieuiiu

493, gunsaifesiaemeauumely dwfumnnd 24 GHz 1 Gain lsifesndn 3 dBi uay
Al 5 GHz 1 Gain laitfeenin 4 dBi

4.94. aﬁfuaqumiﬁ’mumummgm IEEE802.11a/b/g , IEEE 802.11n , IEEE 802.11ac Way

IEEE 802.11ax e\
4.9.5. 3@@%’Uﬂ'ﬁd1daui@gaqaqmﬁ 5.38 Gbps \Jueteiosdmsunnsg i IEEE 802.11ax
4.9.6.  alfuayumi multiuser (MIMO) Wuu 4xd wi3eRnin
4.9.7. gunsaisiesll DRAM litleendn 2048 MB wae Flash liteendn 1024 MB
4.9.8.  anuayumei Maximal ratio combining (MRC)
499. afusmyunsh Uplink/downlink OFDMA , TWT, BSS coloring Iowduegnation
gimua

ANANYMY

ARRITx

WEsEius BuUQuaY

b

(Wet.inann AnLie)

............. \l§ 94» |

(elwgsd unsian)

(WBEUTYT WEULAY)

(Weadag Wadum)
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4.9.10. atfuayumMsin Dynamic Frequency Selection (DFS) ¢t

4.9.11. anfuangumsvin Cyclic shift diversity (CSD) o1

4.9.12. enfuayumsvin Packet aggregation: A-MPDU (Tx/Rx), A-MSDU (Tx/Rx)

4.9.13. afuaunsgIuNITNTiE wag Aanaasndie Advanced Encryption Standard
(AES) dwiu Wi-Fi Protected Access 2 (WPA2) wag 802.1X Luadatles

4.9.14. fiwe$a 100, 1000, 2500 Multigieabit Ethernet (R)-45) fia1111505895U Power
over Ethernet (PoE) 802.3at

4.9.15. filw (LED) uansanunsalvinnuvesgunsal

4.9.16. gunsalanunsavinumuannzadenldigumnd 0 fa 50 esmeaLded

4.9.17. laSun1s5used Wi-Fi Certification uazdenndesdofinuaniuuinsgiu UL, EN
waz FCC Mgt

4.9.18. gunsallurdndasianuisndudnieanuiugunsainiotie (Wireless Access
Point) fimaminedeldnuegluilagtu

4.10. muﬁmé’?aawﬁmwﬁm Fiber Optic iwdwqﬂﬂizﬁ Distribute Switch was3enou
anedaasaunsluiIngtdeaugdn 911 5 @una
4.10.1. sonduasloudivdiuas 12 Core vl Single mode WAAMUKUUNINTFIU
satelUilfustaten
- Telcordia (Bellcore) GR-20-CORE
- |[EC 60793
- |[EC 60794-1-2
- ITU-T G.652D (Single mode)
- wen. TIS 2166-2548 (Wiaudiuenansluaynnusenau)
4.10.1.1. lassas19Usznoudae Loose Tube wdna1n PBT waznielu Loose
tube U5T9E3UsENRUBHA Thixotropic Jelly Compound Joafumudulfifuetna
4.10.1.2. A48 Strength Member n@ana1n FRP (Fiberglass Reinforce with
Plastic) ilemnundausailofesiuussiauasil Ripcord etiesrunemmasminlunsasnans
4.10.1.3. Wasnuenvesanenanan HOPE Admananditestiused UV wagnu
soanmIndeNifinisdsuasegnasaialdifuegned uasimusliinrmueaudentunentyl
Weenin 1.6 mm Wusdatiey '
4.10.1.4. §998 Corrugated steel tape coated with polymer Thickness 0.25
mm
4.10.1.5. 99l Additional Strength Member finGn91n Water blocking E-Glass
yamn @sunsiusssiasazlesiuarutufinduuenviionnn FRP Strength Member
4.10.1.6. @3n5a3unsamaunsRnadlaas 1,200N, vaelfarn 600N wazanunge
NULsINANUlA 1,200 N/10cm.

grinnun
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4.10.1.7. guupifmnzauiiomluldiu wasvusfaneil -40°C §1 70°C uaz
YaUERUSNRILG -40°C i 75°C
4.10.1.8. YasfiuAinuidenigannussay 'ﬁmm%’;amqaqm 126 km/hr. way
ansauvIuiulalifiszes 80 was
4.10.2. nasainulananglouiiiuas (Rack Mount Enclosure)
4.10.2.1. #oafis1uau 6 Port wazanunsariiuléde 36 Port Tnen1siUasy Plate
Duafiadilditu SC, ST Adaptor fimage 1U anansawdsu Adaptor Plate Tdldmauuu Multi Mode uas
¥1e Single Mode
4.10.2.2. Wudvnlvnaunduriugifiugunsaldeans
4.10.2.3. dnansadewddeusenls (Sliding)
4.10.2.4. Iﬂai’a@t,i‘;lut,wﬁﬂ-%y’wm Unituste 4 druitedosiudniidluiauny
aeloumiuugs
4.10.2.5. w¥ou Splice Tray dwfuifiuanegn Splice iamau Core Afadld
4.10.2.6. Jundnsusiineiuiuanelowitue
4.10.3. hseaeloumnias (Pigtail Single ~Mode)
4.10.3.1. Weeaeloutthuaadusila FC, SC, ST, LC Pigtail Single ~Mode
4.10.3.2. 31 Insertion Loss laitfiu 0.15 dB.
4.10.3.3. Wuhseianuenaelitesnit 1.5 wns wagvuieay 3 u.
4.10.3.4. vseaelouinhuandundndurieiuiuaslowdniue
4.10.4. eeaelouniiuaswiln (Adaptor Single ~Mode)
4.10.4.1. \Uuwdla FC, SC, ST, LC Adaptor Single -Mode
4.10.4.2. Wuhsewilaildiu FC, SC, ST, LC- Pigtail
4.10.4.3. 31 Insertion Loss laitfiu 0.1 dB
4.10.4.4. weeagloumihuaadundndusinertuivanglowiituas
4.10.5. anesioanslonnunes (Patch Cord Cable Single ~Mode)
4.10.5.1. Juaesevila Single Mode
4.10.5.2. \Juaeguazlaraesiudntaduiia ST, SC, LC, MTRJ, FC
Wenansaldsuiuaunsad
4.10.5.3. AeliMINEE1E 3 WAT 311U 30 LU
4.10.5.4. Wundnduaineatuivanslowiituas

5. 110IFIURALNTIUUTENY
5.1.faugmsuszninsiniiedsusemanadidnnsedngd azfedinisdulssiummunnios
yiedgavesgunal Tamdswenduainnddlugunanl eeuss Ausnng evuds uazerlnaifunall
ffoend1 19 a anwiifinga (On-Site Service) wuu 8x5 iusweziatlitesndt 17 dukusiiuilduwey
gUnsallifusminendemdmiugunaal feil
5.1.1. gunsalszuunIetievan (Core Switch) 91uau 2 40

givun ‘ S <
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i el froge.
HHIT\;; = v ¢ a a a ‘l, o a ¢ a o ¢
T WIEITENUD BUYUAY) | (AR ARLae) | (Wslwgsaruslaun) | (Weausen uesag) (WBannt LwaRUN)
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5.1.2. gunsalinmAuaensie (Next-Generation Firewall) 97u3u 1 4
5.1.3. gunsnlAumidunia (Router Gateway) 971U 1 U
5.1.4. gun3al WLAN Controller System 91131 1 9
5.2.fyugn1sUszninsia1medsuszmesadidnnsednd szdedinsudssiugunsaiidu
nalitesndn 1 Vaedlauesavzdesinmiougunsaidseddiifismedonisldam uagiugunsali
idevne vivetadesnndrinineuinisuagimalulagansaume aninerduaundaludaeuiuusengugs
wazihgunsalndsiulifuminetdon dodewada dwiugunsaideil

5.2.1. gunsalssuuiaIeie (Distribute Switch) 31w 14 ya

5.2.2. gunsalnsznedyaanaietig (Switch) wuui 1 9auau 35 4n
L3 v A 1 “ =] [

5.2.3. uUnIndnIzgdnIuATevNe (Switch) WUUN 2 91U 35 9

o

5.2.4. gunsalnsgnedaanann3etie (Switch) wuuil 3 41u7u 16 4a

A7)

o

5.2.5. gunsalnssnedyaanaievieliany (Wireless Access Point) 91421 180 4n

6. TazIBALRNIAY

6.1.{laussadesininsadisuiisuneasdenseninnudnvuzvesgunsaifiausriu
swazsBennudnuasiuminerdedmuald ievsenounisiarsaniaeieifuanssdrdy Veimng
Uszasdasiauesimselananassazidoaiiimunlilugudnvaslinsuiunuiissyunluenans
uinendevesnudvisrarlisuRansanla o ey

6.2. flaonmdenhsemsuenidusensvesgunsalluisazyaiiausuas imuaseaszidon
vesgunsniidazyilafididy uaziauesiamArgednumiensiudssiudussesinan 1 U Tidums
WM (nsdlasunvuansulseiu 1 )

6.3. fiauesnazsiodldTunisussisogiadunienig lunistulssyanuadaianusdviiiu
U3tanuesusninan useddlulsemelne windu wieudssydiolasenist uasBurliinisatuayud
wiATAA1 TABLUUDNAIIAINEGNIUINTOUAULNANSIEUDTIAN

6.4. fruznisUszninsindeisuszninsadidnnselind sxdedininauused wie fiuau
L?z';smmmﬁ‘té’%um3%’11iaammifmmmmmﬁwszu°uLfﬁa‘zha Tnefenansiusesiioanlaeidives

% 6

NANANEUN

E>3

(Certificate) TuseAugean enfiviu CCIE Litoendn 2 au fivszaunisainisvinuliddesndt 5 U
Vimtihfieenuuy AIuANN1SARRY tngviauinne) wazguaszuuesedis lasasheaauedeyaidu
ansgdnAy WU MaNgIuNIIINIY Uasenansiuses (Certificate) Tvtiunauiuasunudyan

[

6.5. frurn1susznmesavieisuseninsadidnnseiingd azdewiAndsanedyayia Fiber

[ ]

0 o .&/ =] a v a =) a a
Optic 31174 5 90 Meluiun unAneduaugdn (295 aUUSIVENT WUIINEN WAAFH NTUNHUNIUAT

9
J ]

10300) lngazaasldidunialunisinfsanedayayiad Fiber Optic AuNNMIINIGYaIUAFATINUALYINI
WIDUVWINNTTUNDUAN YA Y IANA TNV INE R BEIUAFRINUA
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fhumalulaban ssuimAazaoiinno§
minineuimsuazimaluladsssumea

B Distributz Switch
S\ Rber for Distdbute Sitch

6.6.fruznsuszninsiaieisusznmnsiadidnnsedind sxfesiniséregunssiiniodie
Pamesmingnds luinddaminerdoaundn nenngwssny wasdosaunanlinuhuiugunsel
Indlulasenislaeensfiuse@nsam v

6.7. frurnsUszmasadeisuszninmadidnnsetind asfeshmassagunsallulassns
Ianusaldauszuuiasedigsuiugunsaiifiuvesumiinetds saudsianunsaldauszuuasedieiu
WInendeaugdn e nungnssays qudnisinw a1 gudnisfine waswien gudnisine i
wag AudnMIfing a3 lnegadiusednsnm

6.8. faurnaUszmasAdeisssmnmaBidnnsetind asdeshmanrmgunsaiinmaiy
Uaonasy (Next-Generation Firewall) Tvi@nunsavinaiusiuiussuuuinisdnnisdeya Log File wuu
Audnans (Centralized Log Management) 98svininedeaiundnlaegiiuszavsnmn

6.9. frugn1sUsenInsmmeisuszninsmdinnseiingd szdewhniseusunisldnugunsal
fiausululasenisil Wtudmei Adusunmesuminends ladesndt 5 au wagdaniseusunuy
Classroom Training atatfes 2 néngns (Courses) Tnsaminerdoaundn Wugimuaaniui

7. Naulvdennaslunisande
7.1. win139seRuesnitiu 3 99 Ieslulsaznnilseazideanail

=] a i Al g ¢
7.1.1. v 1 @uRuyas 13,500,000 v Wedweusienisaunsaineluszesioa
120 Ju unsudiunasunaludyay Ineiiseazideanall
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® gunsnisnwIAUUaenAiY Next-Generation Firewall 37U 1 9n

[y

o gunsninzaTedyayIad Switch WUUM 1 39131 35 4

® pUnsninTEdyayIs Switch WUUM 2 F1uU 35 YA

U U

o gunsninszadayayIed Switch WUUM 3 910U 16

v 1

e gunsninszwdanuuuliang Wireless Access Point §1u3u 180 %

82 1

v

o uRnavenedyaad Fiber Optic seninsgunsal Distribute Switch uaz3anau
anedyaainnelunyIneduaIundn 31U 5 1EUNa

q
1

7.1.2. 9309 2 LfJuL'?lu;JUam 10,800,000 U ledsausenisaunsalnieluszeziian
150 Ju dummaiunasuuludygn loeiisazidunnail

® pUnsnlszuuAIEYIENAN Core Switch U 2 YA

gunsalAumLE@uN1a Router 371U3U 1 Y

qﬂﬂiﬂi Distributed Switch 91u3u 14 4

gunsnimuargUnsainszedyaauszuuaietieliany Wireless Controller
1 1 9
7.1.3. vd 3 1ulugadn 2,700,000 v dovhmshnseuazderngunsailulasanis
FovFesuazdanisilneusudieneanuilifuiimiivesminerdeaiugdniseuiosuds anelu
s¥ezian 180 Ju ﬁfu&y’mwﬁ’uﬁmmaﬂué’mm
7.2.msAaAdeme dlevugnsusemasadmeisuszninnaddnnsednduasldduiunng
Wuddayyrdrsiumeamiinedeaiundniseusesuds mnusengdyilidniunisaudeiinuadiu
UINTFIULAZAINITZEZIAINTTSUUSEAU WInedeaundnasfnandenigduiinannisiiaiunsaly
Uselemiannszuuiaietiondn findeldiuuszansam iusnduiuduswauies az 0.7 vessan

L3 [ a ! § 1 @
gunsalmudyalngAnseguniniiedu

8. srezIaINIsAiunIg
YuUseand W.f.2566

9. TEHLLININTTAINBUVDINTBIU

9.1. fuurnsUszmnsmmeisuszmasindidnnsedngd sxdesdweugunsniszuuieietis
powuines wieufnnlulasinstengsusszuuiedotinendnvesmine duaiundn urandn Lunndn
nyannumuas Suau 1 ga TiuduaSenielu 180 Ju Tusausfuiiasmmniudyan

9.2. fieupnanazseihnmsBunmaudituszezinan 120

10. 29:8ulun15I0M
a da %) 9]
1981 27,000,000.00 U @FUSaduumdIn)
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ARITE | wnefisefus wguay | (e fingen Ande) | (nelwgst uvaw) | weausen wluew) | (oeadind Badui)




w9 |18

11. garuiifaseiielfarsisauauanus 3a15al viedanudiuluaiednuwaldnuswionaiuled
g Inenaelagiaiuena
11.1. 9 Inerdoarundn 1auil 295 ouuswdn WnAn LWANAH NTLVNLIILAT 10300
3. 0 2244 5110 819 5114 Insans 0 244 5115

11.2. E-Mail Address: supply@dusit.ac.th
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